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LLIS.gov Resources for Cyber Security Preparedness 
 
A TOOL FOR ENHANCING NATIONAL PREPAREDNESS     

LLIS.gov at a Glance 
 Online since April 19, 2004 
 Over 43,000 registered members 
 Over 12,000 documents, including 
more than 1,500 state and local 
plans, 600 after-action reports, and 
750 original content documents 

 Secure message boards and 
collaboration tools 

 Targeted information on current 
homeland security topics 

Lessons Learned Information Sharing (LLIS.gov) is a US Department of 

Homeland Security/Federal Emergency Management Agency program.  

LLIS.gov serves as the national, online network of lessons learned, best 

practices, and innovative ideas for the emergency response and homeland 

security communities.  This information and collaboration resource helps 

emergency response providers and homeland security officials prevent, 

protect against, respond to, and recover from terrorist attacks, natural 

disasters, and other emergencies.  LLIS.gov provides Federal, State, and 

local responders with a wealth of information and front-line expertise on 

effective planning, training, and operational practices across homeland 

security functional areas. 
 

 
CYBER SECURITY PLANS, GUIDELINES, AND REPORTS 

LLIS.gov’s Cyber Security page includes guidance for building cyber security capabilities and for 
considering how cyber security best practices integrate into existing physical security plans, procedures, 
and all phases of emergency management, such as: 

 Cyber Security 101: An Introductory Briefing for Homeland Security Practitioners 
 A Guidebook for Local Government Cyber Security - Getting Started 
 Cyber Security Training Opportunities for Law Enforcement Agencies 
 2007 National Cyber Security Awareness Month Tool Kit 
 US-CERT Analytic Reports on Cyber Threats 
 Cybercrime: Public and Private Entities Face Challenges in Addressing Cyber Threats 
 Electronic Social Engineering Exploitation Poses Continuing Threat in Cyberspace 
 Risk Assessment: Information Technology & Telecommunications 
 Potential Terrorist Threat to the U.S. Information Infrastructure 
 Computer Security Incident Handling Guide 
 Getting Down to Business – Business Executives for National Security Report 

 
For more information on LLIS.gov or to register, please go to www.llis.gov. 

LLIS.gov is a Department of Homeland Security/Federal Emergency Management Agency program and is supported by the NxT. 
For more information, please contact the LLIS.gov Help Desk at 866.276.7001 or Feedback@llis.dhs.gov. 

A RESOURCE FOR ENHANCING CYBER SECURITY 

The LLIS.gov Cyber Security page is a one-stop resource for 
information related to improving cyber security preparedness 
and response planning for government agencies and their 
homeland security partners.  Examples of LLIS.gov resources 
include: 

 The National Strategy to Secure Cyberspace 
 CYBER STORM I National Exercise After Action Report 
 Creating a Cyber Security Incident Response Team 
(CIRT) 

 FY 2007 HSGP Supplemental Resource: Cyber Security 
Grant Guidance 

 Blue Cascades Exercise Series After Action Reports 

 

http://www.llis.gov/

